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How chief legal officers
are supporting boards on
today’s challenging issues

Interviews with 12 leading CLOs
explore how they are working
together with boards on a range
of unprecedented issues, including
geopolitical risk and Al challenges.

C




HOW CHIEF LEGAL OFFICERS ARE SUPPORTING BOARDS ON TODAY'’'S CHALLENGING ISSUES

Geopolitical volatility

The rise of generative artificial intelligence (Al) and ongoing
expectations for companies to take stands on societal issues are just
two of the trends facing public companies today that often require
increased interactions between boards and legal leaders.

We spoke with 12 chief legal officers and general counsels (abbreviated
throughout as CLOs), from large public companies in the United States,
across industries from life sciences to technology to retail, about how they're
helping their boards navigate these uncertain times. They aligned on a few
topics on which boards are increasingly seeking their counsel—technology
risks, geopolitical volatility, regulatory risks, sustainability, and social
responsibility—and a few ways their relationship with the board is evolving.

According to a survey of CEOs and board members, geopolitical volatility
may be their most significant risk, one about which boards must be kept
apprised as there are potentially significant business implications.” “Geopolitics
impacts sales, supply chain, and manufacturing. We worry if we'll even be
able to sell our products in certain markets,” said the CLO of a large public
technology company. Many companies curtailed operations in Russia, or left
the market altogether, after it invaded Ukraine in 2022, for example. And
while the complicated relationship between China and the United States

is not new, it is dynamic, and companies are watching it closely, as they are
with developments in several other regions, including the Middle East. In
addition, leaders must consider the potential consequences of the more than
50 significant elections being held in economies around the world in 2024.2

"I ask, 'Where and why is this relevant to us?’ and consider all the different
lenses: stakeholders, employees, customers,” said another CLO. “Is it an
operational issue? Or a values one? If so, do we take a position?” While
these questions—and their answers—will vary based on the company

and industry, and the threat may be bigger for some than others, it's
something most boards and legal leaders are contemplating.

1 In a Heidrick & Struggles’ survey of CEOs and board members around the world, economic volatility and geopolitical volatility were their first and second most
significant concerns for 2024. See “CEO and board confidence monitor: A worried start to 2024, Heidrick & Struggles, January 17, 2024, heidrick.com.

2 Jill Lawless, "Over 50 countries go to the polls in 2024. The year will test even the most robust democracies,” Associated Press, January 10 2024, apnews.com.
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Regulatory risks

CLOs and communications

Today, CLOs also consider
corporate communications as a
potential source of reputational
risk, however strong their
organization's communications
function. This means HR and
communications leaders often
work with the CLO to align on
communications of all kinds,
especially around policy. “When
you're a public company, you have
to be really careful about what
you say publicly on any topic,
whether on your website, in a
sustainability report, an annual
report, or a quarterly filing,” said
one CLO. "These documents
have different owners in the
organization, so our job is to
ensure those communications are
consistent and appropriate.”

Cybersecurity, Al,
and privacy

"Regulatory risk comes up at every board meeting,” said the CLO of
a large public transportation company. Boards are figuring out how
to navigate legal, policy, regulatory, and reputational issues, “being
ever mindful of how to walk gingerly through issues that are regularly
being politicized, while also being responsive to employees.”

CLOs are critical to these discussions. "It starts with the general counsel,
who has a broad view of where the world is going and where the company
is going and where those paths intersect,” said one. Another noted that
“the legal team needs to anticipate and prepare for an avalanche of new
regulations and be ready to challenge them in court if necessary.”

Complex and uncertain regulatory landscapes are a major reason many
boards have become more risk-averse when it comes to acquisitions.
Boards expect legal teams to thoroughly vet deals to understand and
identify regulatory risk. One CLO noted that a board may back off deals
even if the assessment is 60/40 in favor of the deal going through.

Looking to the future, CLOs expect regulatory risk to continue to be on the
agenda. “There's an election coming, and the approach to policy and regulation
of the two candidates is very different. While regulation isn't inherently bad or
good, a big change could be difficult to manage,” said one CLO. The CLO for a
medical device company also noted the challenging enforcement environment,
citing for example: “Al, in particular, is challenging; any company with Al as

part of the product could have it taken away if it doesn’t have a patent.”

Managing risks and mitigating opportunities for bad actors is a major concern
for boards today as cyberattacks continue to evolve and become more
sophisticated. It is incumbent upon companies to protect their operations and
reputations, and it has become critical for legal teams to include expertise

in these rapidly evolving fields. “Boards want to be assured the legal team
has a plan in place to address potential ransomware attacks and other cyber
threats,” said one CLO. “Many times, there are punitive repercussions to

the business for not taking appropriate precautions advised by legal.”

Privacy is a particular concern, especially in industries such as healthcare,
financial services, and retail and e-commerce. “With a growing number
of state-by-state privacy regulations, boards want legal teams to

ensure the company is compliant,” said one biotech CLO.
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The board is also working closely with legal, which is working closely with
operations, when it comes to Al. CLOs were among the corporate officers

most often cited as playing a role in setting Al policies in a recent survey we
conducted, and they tend to take a more conservative view relative to their
C-suite peers. For example, only 29% of CLOs said their company was moving
too slowly in adopting Al, while about half of leaders across other functions
said the same.® This more conservative view likely stems from the CLO’s role

as protector of the company against risk. “We're talking about the ethical and
governance implications of Al—how to control what people at the company do
with Al, what information is entered into these platforms,” said one CLO. Legal
leaders are trying to help get the board up to speed on key issues and establish
a common understanding and language around Al. Notably, CLOs more often
than leaders of other functions said that their boards were overseeing Al as part
of their typical oversight of strategy and risk, suggesting that many CLOs are
succeeding in getting Al onto the board agenda in ways they’re comfortable with.

Boards are balancing overlapping and, at times, conflicting regulations and
requirements in many areas related to environmental, social, and governance
issues while also trying to manage the evolving discussions around public
scrutiny of these issues more broadly. “The ESG acronym got some bad PR,

but the notion of sustainability is going to be around. Customers talk to us
about sustainability—especially internationally,” said one CLO. And boards
recognize the value of the underlying principles, including not only sustainability
but also inclusivity, a thriving culture, and strong governance. As a CLO of a
multinational IT company said, “What we are advising our board is that as long
as it's tied to a business purpose, and we believe it is, we should be fine.”

A CLO's input on topics related to DEl is also important. One reason is
because, as one CLO noted, “If a company’s policies don‘t comport with
the laws, the board needs to be apprised.” Another CLO focused on the
impact of political shifts: “The legal team needs to be aware of and prepare
for the legal implications of social issues like diversity initiatives, considering
recent Supreme Court decisions and potential changes to state laws.”

On many of these topics, regulators are requiring increasingly sophisticated
reporting, and the CLO can add value in multiple ways here. “Companies
must be truthful and systematic, putting audit principles in place. The targets
have implications for budget, business growth, and supply chain monitoring,
so the board needs to understand the commitments,” said one CLO. Another
noted the overlapping nature of disclosures and regulations: “Boards are
trying to figure out the Venn diagram and how what they do fits in.”

3 Formore, see "How legal leaders are using Al today,” Heidrick & Struggles, forthcoming on heidrick.com; and
"How functional leaders are using Al—and barriers to progress,” Heidrick & Struggles, forthcoming on heidrick.com.
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The role of modern CLOs has evolved to become more influential and strategic,
playing an increasingly central role in shaping the business, as a trusted business
partner, solution-seeker, and risk manager.* In the context of these intensifying
trends, the same is now true for their relationship with the board. Traditional
roles, such as developing the board agenda, supporting board effectiveness
assessments, and advising on nomination and governance matters, are

taking on more significance. “The board is an organism, and investors want

to know that there is a robust mechanism for self-assessment and evolution

to ensure it's working well,” said one CLO. In the context of expanding areas

of knowledge and responsibility, another added, “Legal isn't just an audit
function. We're making sure the company is living up to its commitments.”

A third focused specifically on the evolution of governance structure: “We're
trying to improve the existing governance framework for committees as well as
navigate through it to ensure certain topics are raised, including Al and ESG.”

Communication with the board is another area that is changing. Some CLOs with
whom we spoke said they're communicating with the board more often, including
outside regular meetings. “We have regular touch points and communication, such
as when | need a gut check on something,” said one CLO. In addition, CLOs are
helping boards make connections with other experts on topics the board wants

to learn more about. For example, another CLO said, “Legal is taking a much
bigger role in working with the business on geopolitical challenges, trying to get
our business leaders in front of government leaders to build those relationships.”

Finally, some CLOs are also more deeply involved in strategy than ever
before. A CLO at a medical device company, for example, noted, “We
have a lot of high-stakes antitrust litigation, which can be a huge threat,
so I'm very tapped into strategy for these situations. It's also necessary
these days to have an activist preparedness strategy and poison pills

in your back pocket, hoping you never have to use them.”

Companies—and by extension, boards—are under more pressure and
different pressures than ever before. Complex and overlapping requirements
and regulations, shifting geopolitics, fast-evolving technologies,

and thorny social issues are particularly raising the stakes. “This is an
unprecedented time,"” said one CLO. “It's up to the general counsel to

look hard at the existing governance framework, challenging whether it's
adequate and harnessing it to help the board navigate uncertainty.”

4 For more, see David Burd, Lee Hanson, and Victoria Reese, “How the general counsel role is changing in 2023,” Heidrick & Struggles, February 15, 2023, heidrick.com.
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Heidrick & Struggles’ CEO & Board of Directors Practice has been built on
our ability to execute top-level assignments and counsel CEOs and board
members on the complex issues directly affecting their businesses.

We pride ourselves on being our clients’ most trusted advisor and offer

an integrated suite of services to help manage these challenges and their
leadership assets. This ranges from the acquisition of talent through executive
search to providing counsel in areas that include succession planning,
executive and board assessment, and board effectiveness reviews.

Our CEO & Board of Directors Practice leverages our most accomplished

search and leadership consulting professionals globally who understand the
ever-transforming nature of leadership. This expertise, combined with in-depth
industry, sector, and regional knowledge; differentiated research capabilities; and
intellectual capital, enables us to provide sound global coverage for our clients.

Leaders of Heidrick & Struggles’ CEO & Board of Directors Practice

Global

Bonnie Gwin Jeffrey Sanders
New York New York
bgwin@heidrick.com jsanders@heidrick.com

Legal, Risk,
Compliance &
Government

Affairs
Practice

Heidrick & Struggles’ Legal, Risk, Compliance & Government Affairs Practice
draws on more than 60 years of leadership expertise to provide strategic
counsel to some of the world’s most influential public and private organizations.

When it comes to legislation, litigation, and regulation, a handful of critical roles
can help determine an organization’s profitability and success. Our experienced
team helps clients acquire, develop, and manage talent in these core practice
areas on a global scale: legal, risk, compliance, and government affairs.

As the general counsel role has evolved, our Legal team knows CEOs are
looking for attorneys who are not only trusted legal advisors but also valued
business partners with impeccable integrity. Due to unstable markets, regulatory
uncertainty, heightened public scrutiny, and the growing need for data security,
our Risk function experts know that organizations need leaders who can effect
change, exert influence across business lines, and partner with senior managers
and boards. As companies face intense regulatory pressure and uncertainty,

our Compliance team understands that organizations need leaders who can
collaborate with other functions and communicate effectively with a sophisticated
set of internal and external stakeholders. And our global Government Affairs
experts place world-class senior leaders with leadership, judgment, integrity,
and technical core competencies into multinational organizations.

Leader of Heidrick & Struggles’ Legal, Risk, Compliance & Government Affairs Practice

Global Victoria Reese
New York
vreese@heidrick.com
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